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IPV6-ONLY NETWORK FUNCTIONAL TEST REPORT

DEVICE UNDER TEST AND TESTPLAN INFORMATION

DEVICE A

Vendor Name Canonical Inc.

Product Name Ubuntu

Software Version 24.04.1

Product Category Router

Test Selection Table Version IPv6-Only R1v1.1

Test Specification IPv6-Only Network Functional Test Plan,

Version 1.1
Tool Used Manual
CNLABS Product ID 250100
TEST RESULTS
ADDRESS ARCHITECTURE TEST RESULTS
Reference Test Number Result
USGv6-R1 [Pv6O0nly.1.1: Online Installation Pass
USGv6-R1 IPv60nly.1.2: Online Update Pass
USGv6-R1 IPv60nly.1.3: User Initiated Management/Monitoring Pass
Access
USGv6-R1 IPv60nly.1.4: Devices Initiated Management/Monitoring Pass
Functions
USGv6-R1 IPv60nly.1.5: User Interface (A)(B) Pass
USGv6-R1 [Pv6O0nly.1.6: Logging (A) (B) Pass
NOTE:

Test logs are attached below.



IPv6-Only.1.1: Installation

IPv6 Configuration:

“aot@un abs-refduti p‘é:m# . letcy t1. c grep enslel
net.ipvé.conf.en

net.ipvé.conf.s -
net.ipvé.conf.enslé0.addr gen mode
net.ipvé.conf.enslél.autoconf = 1
net. Jpvé.:onf. s160.disable ipvé
net.ipvé.conf.e 50 . forwarding
root@cnlabs-refdutipvé:
:oot@un_dbs—:efcut_pvo.w
net.ipvé.conf.all. forwar
net.ipvé.conf.enslel
net.ipvé.conf.enslal =
net.ipvé.conf.enslél.addr gen mode
net.ipvé.conf.enslél.autoconf = 1
net.ipvé.conf.enslé0.disable ipvé
net.ipvé.conf.enslé0.forwarding
net.ipvé.conf.ensl192.
net.ipvé.conf.ensl192.
net.ipvé.conf.ens1%2.addr gen mode
net.ipvé.conf.ensl92.autoconf = 1
net.ipvé.conf.ensl192.disable ipvé
net.ipvé.conf.ensl192. forwarding
net.ipvé.conf.ens224.
net.ipvé.conf.ens224.

net.ipvé.:onf.en5224.'"__ggn_mode
net.ipvé.conf.ens224.autoconf = 1
net.ipvé.:onf.ens224.diqab'e ipve
net.ipvé.conf.ens224. =
:oot@:n;abs—:efdutipVo:m
root@cnlabs-refdutipvé: ~

root@cnlabs-refdutipvé:~# ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu
"nkf'aapba”k 00 i
inet 127 1/8 scope host lo
Vd__d__ft forever preferred 1ft forever
ineté ::1/128 scope host noprefixroute
valid 1ft forever p efe““ed 'ft forever
ens160: <BROADCAST _UP> mtu 1500 gdisc fg codel state UP group default glen 1000
link/ether 0 - 20'6? b_c ff:ff:ff:ff:ff:ff
altname enp3s0
inet6 3ffe:501:ffff:100:20c:29ff:fee7:2867/64 scope global
valid 1ft forever p“efer,ed 1ft forever
inet6 2001:470:1:88e:20c:29ff:fee7:2867/64 scope global
valid 1ft forever preferred 1ft forever
ineté fef0::20c:29ff:fee7:20867/64 scope link
valid 1ft forever preferred 1ft forever
ensl19%2: <NO-CARRIER, BROADCAST,MULTICAST,UP> mtu 1500 gdisc fg codel state DOWN group default glen 1000
link/ether 00:0c:29:28:de:f4 brd ff:ff:ff:ff:ff:ff
altname enplls0
ens224: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc fg codel state DOWN group default glen 1000
link/ether 0 :29:28:de:fe brd ff:ff:ff:ff:ff:ff
altname enpl9s0
root@cnlabs-refdutipveé:~# I




SSH Configuration:

hd server system-wide configuration file.
for more information.

sshd was compiled with PATH=/usr/bin:/bin:/usr/sbin:/sbin

H=

The strategy used for options in the default sshd config shipped with
OpenSSH is to specify options with their default values where
possible, but leave them commented. Uncommented options owverride the
default value.

= e

==

Include /etc/ssh/sshd config.d/*.conf

#Port 22

#nddressFamily
#Listenhddress
#Listenhddress

#HostKey /etc/ssh/ssh host rsa key
#HostKey /etc/ssh/ssh host ecd
#HostKey /etc/ssh/ssh host ed2

# Ciphers and keying
#RekeylLimit default none

Logging
yslogFacility AUTH

S
fLogLevel INFO

# Authentication:

#LoginGraceTime 2Zm
PermitRootLogin yes
#StrictModes yes
#MaxAuthTries ©
#MaxSessions 10

#PubkeyAuthentication yes

# Expect .ssh/authorized keys2 to be disregarded by default in future.
#RuthorizedKeysFile .ss5h/authorized keys .ssh/authorized keys2

#huthorizedPrincipalsFile none

#huthorizedKeysCommand none
#huthorizedKeysCommandUser nobody

For this to work you will also need host keys in /etc/ssh/ssh known hosts
HostbasedAuthentication no

Change to yes if you don't trust ~/.ssh/known hosts for
HostbasedRuthentication

IgnoreUserKnownHosts no

Don't read the user's ~/.rhosts and ~/.shosts files

IgnoreRhosts yes

H= =

ETS

= e e

==

To disable tunneled clear text passwords, change to




SSH Service Status:

root@cnlabs-refdutipvé:~# systemctl
root@cnlabs-refdutipvé:~# systemctl status
e ssh.service - OpenBSD Secure Shell server
Loaded: loaded b/systemd/system/ disabled; preset: enabled)
Active: active (running) :03 UTC; 4s ago
e ssh.socket
:5shd (8)
:sshd config(5)
ExecStartPre=/usr/sbin/sshd -t (code=exited,

M-

TriggeredBy:

status=0/SUCCESS)

service - OpenBSD Secure Shell server...
Server listening on :: port 22.
Started ssh.service - OpenBSD Secure Shell server.

cnlabs-refdutipve md[1]: Starting ssh.
18 11:: cnlabs-refdutipvé :
18 :03 cnlabs-refdutipve

* Documentation: https://help.ubuntu.com

* Management: https://landscape.canonical.com
Support: https://ubuntu.com/pro

System information as of Thu Jan 23 10:58:17 AM UTC 2025

System load:

Usage of /:

Memory usage:

Swap usage:

Temperature:

Processes:

Users logged in:

IPvé address for enslé0: 3ffe:501:ffff:100:20c:29ff:fee7:2

a

867

Expanded Security Maintenance for Applications is not enabled.
31 updates can be applied immediately.
To see these additional updates run: apt list --upgradable
Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

Failed to connect to https

://changelogs.ubuntu.com/meta-release. Check your Internet connection or proxy settings

Last login: Thu Jan 23 10:58:18 2025 from
cot@cnlabs-refdutipvé
root@cnlabs-refdutipvé: fconfig enslé0

ensle0: flags=4163<UP, BROA] ST ING, MULTICAST>

3ffe:501:f£fff:100:115e:5de9:322c:9b9

mtu 1500
7:2867 prefixlen 64 scopeid 0x0O<global>
prefixlen 64 scopeid 0x20<link>
txqueuelen 1000 (Ethernet)
bytes 432511 (432.5 KB
opped 3 overruns 0 frame 0
bytes 58056 (88.0 KB
ropped 0 overruns 0

bs-refdutipvé:
abs-refdutipvé #49-Ubuntu SMP PREEMPT DYNAMIC Mon Nov 4 02:06:24 UTC 2024 x86_ GNU/Linux

Note: The DUT software is installed offline, so the online installation steps 1 and 2 have been skipped as per
the test specification.




IPv6-Only.1.2: Update

DUT Information:

root@cnlabs-refdutipvé: ~




root@cnlabs-refdutipvé: ~




Kernel Upgradation:

root@cnlabs-refdutipyé: /etc/grubd a
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The DUT has successfully updated the Kernel version from “6.8.0-49-generic” to “6.8.0-55-generic™:

root@cnlabs-refdutipvé: ~

Note: The DUT doesn’t require update media to be copied to the system before the update can be initiated, so
step 1 is omitted as per the test specification.



IPv6-Only.1.3: User Initiated Management/Monitoring Access
SSH Login:

root@cnlabs-refdutipvé: ~

Thu Jan

PREEMET D




SSH Login through another device:

&P root@cnlabs-refdutipvé: ~

mtu 15
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DUT Information: Confirm version, IPv6 Address(es)

root@cnlabs-refdutipvé: ~

a

mtu 1500

P PREEMPT




!
|}

'CNLABS

——

IPv6-Only.1.4: Device Initiated Management/Monitoring Functions
DUT is successfully configured with a target for monitoring.

DUT SNMPv2/SNMPv3 Configuration:

@ root@cnlabs-refdutipve: fetc/snmp — (] X

#
#
#
#
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SNMPv2:

e DUT successfully emits an alert for the wrong community name, and the alert is consumed by the
target (marked in red)

R root@cnlabs-refdutipvé: /etc/snmp - u] X
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SNMPv3:

e DUT successfully emits an alert for the wrong credentials, and the alert is consumed by the target
(marked in red)

2 #2 root@cnlabs-refdutips: fetc/snmp - o X
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IPv6-Only.1.5: User Interface
Part A: IPv6 Address Display
DUT’s interface Link-local/Global addresses:

root@cnlabs-refdutipvé: ~

Leading zeros suppressed:

e Configured the DUT with the “2001:0db8::0001” address and the DUT is displaying “2001:db8::1”.

root@cnlabs-refdutipve: ~
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Multiple groups of leading zeros abbreviated to ““:::

e Configured the DUT with the “2001:db8:0:0:0:0:2:1” address and the DUT is displaying
“2001:db8::2:1”.

.@ root@cnlabs-refdutipve: ~

Single 16-bit zero field is not suppressed with “::”:

e Configured the DUT with the “2001:db8:0:1:1:1:1:1” address and the DUT is displaying
“2001:db8:0:1:1:1:1:1”.

‘@ root@cnlabs-refdutipvé: ~
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Longer group of consecutive zeros suppressed with*::”:

e Configured the DUT with the “2001:0:0:1:0:0:0:1” address and the DUT is displaying
“2001:0:0:1::17.

root@cnlabs-refdutipvé: ~
tlcnla

First group of consecutive zeros suppressed with“::”:

e Configured the DUT with the “2001:db8:0:0:1:0:0:1” address and the DUT is displaying
“2001:db8::1:0:0:1”.

root@cnlabs-refdutipve: ~
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The address’s characters is displayed in lowercase:

e Configured the DUT with the “ 2001:DB8: A:B:C:D:E:F” address and the DUT is displaying
“2001:db8:a:b:c:d:e:f”.

‘@ root@cnlabs-refdutipvé: ~




!

CNLABS

——

Part B: IPv6 Address Input

Ping diagnostic utility:

22 root@Router-C: ~ = [u] X

Configuring an invalid IPv6 link-local address that is too long:
e Configured the DUT with the “FE80:0:0:0::1:2:3:4:5:6” and it is not accepted.

@ root@cnlabs-refdutipve: ~

mtu
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Configuring an invalid IPv6 link-local address contains characters that are invalid:

e Configured the DUT with the “FE80::AB:CD:EF:GH” and it is not accepted.

root@cnlabs-refdutipvé: ~

Configuring an invalid IPv6 link-local address with more “::”:
e Configured the DUT with the “FE80::1000::2000” and it is not accepted.

root@cnlabs-refdutipvé: ~
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Configuring an invalid IPv6 global address that is too long:

e Configured the DUT with the “2001:2:0:1:2:3:4:5:6” and it is not accepted.

Configuring an invalid IPv6 Global address contains characters that are invalid:
e Configured the DUT with the “2001:2:0:AB:CD:EF:G:H” and it is not accepted.

root@cnlabs-refdutipvé: ~




Configuring an invalid Global address with more “

e Configured the DUT with the “2001:2::1000::1000” and it is not accepted.

root@cnlabs-refdutipve:~# ifconfig ensle0
ensle0: flags=4163<UP,BRCADCAST, RUNNING, MULTICAST> mtu 1500
inet6 3ffe:501:ffff:100:20c:28ff:fee7:2867 prefixlen 64 scopeid 0x0<global>
ineté feB0::20c:29ff:fee7:2867 prefixlen 64 scopeid 0x20<link>
ether 00: :2%9:e7:28:67 txgueuelen 1000 (Ethernet)
RX packets 734533 bytes 44760995 (44.7 MB)
R¥ errors 0 dropped 405 overruns 0 frame 0
T¥ packets 322917 bytes 13932182 (13.5 MB)
TX errors 0 dropped 0 overruns 0 carrier 0

root@cnlabs-refdutipvé:~# ifconfig ensl160 ineté add 2001:2::1000::1000/64
2001:2::1000::1000: Resolwver Error 0 (no error)
LOOLECHIdDS—ICIUULLPNVG . ~F
root@cnlabs-refdutipvé:~# ifconfig enslée0
ensle0: flags=4163<UP,BRCADCAST, RUNNING, MULTICAST> mtu 1500
inet6 3ffe:501:ffff:100:20c:28ff:fee7:2867 prefixlen 64 scopeid 0x0<global>
ineté feB0::20c:29ff:fee7:2867 prefixlen 64 scopeid 0x20<link>
ether 00 :29%9:e7:28:67 txgueuelen 1000 (Ethernet)
R¥ packets 734671 bytes 44774931 (44.7 MB)
R¥ errors 0 dropped 405 overruns 0 frame 0
TX packets 323002 bytes 13943708 (13.5 MB)
TX errors 0 dropped 0 overruns 0 carrier 0

root@cnlabs-refdutipvé:~# I

Verifying the invalid addresses using ping6:

root@cnlabs-refdutipvé:~# ifconfig ensle0
ensle0: f dgc_4lo?< JP, BROADCAST, RUNNING, MULTICAST> mtu l:PF
feB0::20c:29ff:fee7:2867 prefixlen 64 scopeid 0x20<link>
ineté cffff:100:20c:29ff:fee7:2867 prefixlen 64 scopeid 0xO<global>
ether :0c:29:e7:28:06 txgueuelen 1000 (Ethernet)
E¥X packets 438 bytes 43825 (43.8 KB)
R¥ errors 0 dropped 2 overruns 0 frame 0
T¥ packets 220 bytes 36072 (36.0 KB)
carrier 0O

T¥ errors 0 dropped 0 owverruns 0

ingé —-I enslé0 FES0:0:0:0::1:
6: Name or service not known

“DDt@pH abs-refdutipvé:
ping6: FEB0:0:0:0::1:2:
rootlcnlabs—refdutipvé:
“Dot@un_dbs—:efaut_pvo. # pingé -I enslé0 FES0::AB:CD:EF:GH
pingé: FEBO::AB:CD:EF:GH: Name or service not knodn
root@cnlabs-refdutipvé:
:oot@:n;abs—:efaut_pvo.
“Dot@un;abs—:efdutipvé: pingé -I ensl1l60 FES0::1000::2000
pingé: FEB0::1000::2000: Name or service not known
root@cnlabs-refdutipvé: ~
rootlcnlabs-refdutipvé:~
“Dot@un;abs—:efdutipv6:~
pingé: 2001:2:0:1:2:3:4:
root@cnlabs-refdutipvé:
rootlcnlabs—refdutipvé:
“Dot@un;abs—“efaut pve: ensleD 2001:2:0:RAB:CD:EF:G:H
pingé: 2001:2:0:AB:CD: EF u:H ¥ or service not known
:Dat@un;abs—“efcut pve:
“Dot@un;abs—:efaut_pvo.
pingé: 2001:2::1000::100
“oat@_n'abq—“efdut‘pvé
root@cnlabs-refdutipvé:

=Il= =Ih IE

pingé -I ensle0 2001:2:0:1:2:3
6: Name or service not known

¢

¢

ELEE CEE SR R S

¢

¢
£

pingé -I ensle0 2001:2::1000::1000
Name or service not known

IE =Il= |__w =Ih
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Configuring valid link-local IPv6 address assigned to a different device on the [Pv6-Only network:

(Ethernet)
MB)
frame 0

PuTTY

\N_HWFILTER:

Performed the diagnostic for Link-local Address:

‘ IPv6-Only.1.5.B - IPv6 LLA address DAD diagnostic.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

@ R @ =3 = =4a4a9
No. Time Source Destination Protocol Leng Leng Info
1 ©.000000 feB0::20c:29ff: fee6:7fa3 fe80::a47a:db35:a6bd:e953 ICMPVE 86 Neighbor Solicitation for fe80::a47a:db35:a6bd:e953 from 0@:0c:29:e6:7f:a3
2 8.002392 :ad7a:db35:a6bd:e953 fe80::20c:29ff:feeb:7fa3 ICMPv6 86 Neighbor Advertisement fe80::ad7a:db35:a6bd:e953 (sol, ovr) is at d6:36:4e:d@:fe:91
3 0.017716 47a:db35:a6bd:e953 fe80::20c:29ff:fee6:7fa3 ICMPvE 86 Meighbor Solicitation for fe80::20c:29ff:fee6:7fa3 from d6:36:4e:d0:fe:91
4 0.017796 Qc:29ff: feeb:7fa3 fe80::a47a:db35:a6bd:e953 ICMPVE 78 Neighbor Advertisement fe8@::20c:29ff:fee6:7fa3 (rtr, sol)
5 4.014658 :ad7a:db35:a6bd:e953 fe80::208c:29ff:fee7:2867 ICMPv6 86 Neighbor Solicitation for fe8@::20c:29ff:fee7:2867 from d6:36:4e:d8:fe:91
6 4.814779 Qc:29ff: fee?:2867 fe80::a47a:db35:a6bd:e953 ICMPV6 78 Neighbor Advertisement fes 20c:29ff:fee7:2867 (rtr, sol)
7 4.875283 B ffo2::1:ffe6:7fa3 ICMPVE 86 Neighbor Solicitation for fe80::20c:29ff:fee6:7fa3
8 4.875469 :29ff:feeb:7fa3 f102::1 ICMPv6 86 Neighbor Advertisement fe8 20c:29ff:fee6:7fa3 (rtr, ovr) is at 06:0c:29:e6:7f:a3
9 27.693940 :29ff:fee6:7fa3 feB@::20c:29ff:fe38:14ad ICMPvE 86 Neighbor Advertisement fe80::20c:29ff:fee6:7fa3 (rtr, sol, ovr) is at @@:0c:29:e6:7f:a3
10 27.693988 :29FF: fe38:14ad fe80::20c:29fF: feeb: 7fa3 TCHMPV6 70 Echo (ping) request id=8x@511, seq=8, hop limit=64 (reply in 11
11 27.694091 :29FF: feeb:7fa3 fe80::20c:29fF: fe38:14ad TCHPV6 70 Echo (ping) reply id=@x@511, seq=0, hop limit=64 (request in 18)
12 28.694573 :29Ff: fe38:14ad fe80::20c:29fF: fee6: 7fa3 ICHPvE 70 Echo (ping) request id=8x@511, seq=1, hop limit=64 (reply in 13
13 28.694718 129FF: fee6:7fa3 fe80::20c:29FF: fe38: 14ad ICHMPV6 70 Echo (ping) reply id-ex@511, seq=1, hop limit=64 (request in 12
14 29.694373 :29FF: fe38:1dad fe80::20c:29fF: feeb: 7fa3 ICHMPV6 70 Echo (ping) request id=8x@511, seq=2, hop limit=64 (reply in 15
15 29.694581 :29Ff: fee6:7fa3 fe80::20c:29fF: fe38:14ad ICMPv6 70 Echo (ping) reply id=ex@511, seq=2, hop limit=64 (request in 14)
16 30.694204 :29FF: fe38:14ad fe80::20c:29fF: feeb: 7fa3 TCHMPV6 70 Echo (ping) request id=8x@511, seq=3, hop limit=64 (reply in 17
17 30.694382 :29FF: fee6:7fa3 fe80::20c:29ff: fe38:14ad ICHPV6 70 Echo (ping) reply id=@x@511, seq=3, hop limit=64 (request in 16
18 31.694026 :29Ff: fe38:14ad fe80::20c:20ff: fee6: 7fa3 ICHPvE 70 Echo (ping) request id=8x@511, seq=4, hop limit=64 (reply in 19)
19 31.694253 129FF: fee6:7fa3 :29FF: fe38:14ad ICHMPV6 70 Echo (ping) reply id-ex@511, seq=4, hop limit=64 (request in 18
20 32.700145 :29ff:feeb:7fa3 :29ff:fe38:14ad ICMPv6 86 Neighbor Solicitation for fes8 20c:29ff:fe38:14ad from 00:0c:29:e6:7f:a3

21 32.700206 :29ff:fe38:14ad :29ff:feeb:7fa3 ICMPve 78 Neighbor Advertisement fe8

::20c:29Ff: fe38:14ad (rtr, sol)

Frame 11: 70 bytes on wire (568 bits), 7@ bytes captured (560 bits)

v Ethernet II, Src: VMware_e6:7f:a3 (@@:0c:29:e6:7f:a3), Dst: VMware_38:14:ad (@@:0c:29:38:14:ad)

Destination: VMware 38:14:ad (00:0c:29:38:14:ad)
| Source: VMware_eb:7f:a3 (90:0c:29:e6:7f:a3) |

Type: IPve (Oxa6dd)

~ Internet Protocol Version 6, Src: fe8@::20c:29ff:fee6:7fa3, Dst: fe80::20c:29ff:fe38:14ad
8118 .... = Version: 6

. @000 @8R .... .... .... .... .... = Traffic Class: @x@@ (DSCP: CS®, ECN: Not-ECT)

.... 00O 0GEG EEE@ 0000 0000 = Flow Label: ©x00000

Payload Length: 16

Next Header: ICMPvG (58)

Hop Limit: 64
[E:Erce Address: fe8::20c:29Ff:fecb:77a3 |
Destination Address: fesor:20c:25FF:fess: l4ad
[Source SLAAC MAC: VMuare_e6:7f:a3 (80:0c:29:e6:7F:a3)]
[Destination SLAAC MAC: VMware_38:14:ad (00: :14:ad)]
Internet Control Message Protocol vé
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Configuring valid Global IPv6 address assigned to a different device on the IPv6-Only network:

c:291f-fee6:7fa3 - PuTTY

Performed the diagnostic for Global Address:

M 1Py6-Only.1.58 - IPV6 GA address DAD diagnosticpcap =

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
=88

Destination Protocol  Leng Leng Info
a47a:db35: a6bd: e953 fe80: :20c: 297 : fee7:2867 ICMPVG 86 Neighbor Solicitation for fe80::20c:29ff:fee7:2867 from d6:36:4e:d0:fe:91
20c:29ff: fee7:2867 ICMPW6 78 Neighbor Advertisement fe80::20c:29ff:fee7:2867 (rtr, sol)
ICMPW6 86 Neighbor Solicitation for 3ffe:501:ffff:160:20c:29ff:fee6:7fa3
{ 20c:29ff: fee6:7fa3 ICMPW6 86 Neighbor Advertisement 3ffe:501:ffff:100:20c:29ff:fee6:7fa3 (rtr, ovr) is at @0:0c:29:e6:7f:a3
a47a:db35:a6bd: e953 ICMPW6 86 Neighbor Solicitation for fe8@::20c:29ff:fee7:2867 from d6:36:4e:do:fe:9l
20c:29ff: fee7:2867 ICMPW6 78 Neighbor Advertisement fe80::20c:29ff:fee7:2867 (rtr, sol)
3ffe:501: Ffff:100:20c:29FF:fee6:7fa3 :501: FFff:100:20C: :14ad ICMPV6 86 Neighbor Advertisement 3ffe:501:ffff:100:20c:29ff:fee6:7fa3 (rtr, sol, ovr) is at 00:0c:29:e6:7f:a3
3ffe:501:ffff:100:20cC: :14ad :501: ffff:100:20c: :7fa3  ICMPv6 70 Echo (ping) request id=8x8517, seq=@, hop limit=64 (reply in 9)
3ffe:501:ffff:1008:20cC: :7fa3 :501: ffff:100:20c: :14ad ICMPv6 70 Echo (ping) reply id=ex8517, seq=0, hop limit=64 (request in 8)
FFff:100:20C: :14ad :501: ffff:100:20c: :7fa3  ICMPv6 70 Echo (ping) request id=0x@517, seq=1, hop limit=64 (reply in 11)
) ffff:108:20c: :7fa3 :501: ffff:100:20c: :14ad  ICMPv6 70 Echo (ping) reply id=ex@517, seg=1, hop limit=64 (request in 18)
| +FFFf:100:20c: :14ad :501: FFFf:100:20C: :7fa3  ICMPV6 70 Echo (ping) request id=ex@517, seq=2, hop limit=64 (reply in 13)
3ffe:501: FFFf:100:20c: :7fa3 :501: FFff:100:20C: :14ad  ICMPV6 70 Echo (ping) reply id=@x@517, seq=2, hop limit=64 (request in 12)
3ffe:501: FFFf:100:20c: :14ad :501: FFFf:100:20C: :7fa3  ICMPV6 70 Echo (ping) request id=@x@517, seq=3, hop limit=64 (reply in 15)
| 3ffe:501:Ffff:100:20c: :7fa3 :501: FFFf:100:20C: :14ad ICMPV6 70 Echo (ping) reply id=0x@517, seg=3, hop limit=64 (request in 14)
3ffe:501: FFFf:100:20c: :14ad :501: FFFf:100:20c: :7fa3  ICMPV6 70 Echo (ping) request id=0x@517, seq=4, hop limit=64 (reply in 17)

3ffe:501:ffff:100:20C:
3ffe:501:ffff:100:20c:
3ffe:501:ffff:100:20c:

:7fa3
:7fa3
:14ad

:501: fFff:100:20c:
:501: ffff:100:206c:
:501: ffff:100:206c:

:14ad ICMPV6 70 Echo (ping) reply id=0x@517, seq=4, hop limit=64 (request in 16)
:14ad ICMPV6 86 Neighbor Selicitation for 3ffe:501:ffff:100:20c:29Ff:fe38:14ad from 08:0c:29:e6:7f:a3
:7fa3  ICMPv6 78 Neighbor Advertisement 3ffe:501:ffff:100:20c:29ff:fe38:14ad (rtr, sol)

Frame 9: 78 bytes on wire (560 bits), 7@ bytes captured (56@ bits)
v Ethernet II, Src: VMuare e6:7f:a3 (00:0c:29:e6:7f:a3), Dst: VMuare 38:14:ad (@0:0c:29:38:14:ad)
Destination: VMware 38:14:ad (0@:0c:29:38:14:ad)
I Source: VMware e6:7f:a3 (@0:0c:29:e6:7f:a3) |
Type: IPv6 (Ox86dd)
~ Internet Protocol Version 6, Src: 3ffe:501:Ffff:100:20c:20Ff:feeb:7fa3, Dst: 3ffe:501:FFFf:100:20c:20FF:fe38:14ad
0110 .... = Version: 6
. 0009 0009 .... .... .... .... .... = Traffic Class: ©x0@ (DSCP: CS@, ECN: Not-ECT)
.... 0000 Q000 000 @00 0000 = Flow Label: ©x00000
Payload Length: 16
Next Header: ICMPVE (58)
Hop Limit: 64
Source Address: 3ffe:501:FFFF:160:20c:20fF:feeb:7/ta3 |
Destination Address: 3ffe:501:ffff:100:20c:29f:fe38:14ad
[Source SLAAC MAC: VMware_e6:7f:a3 (80:0c:29:e6:7f:a3)]
[Destination SLAAC MAC: VMware_38:14:ad (60:0c:29:38:14:ad)]
Internet Control Message Protocol vé

7 Ipv6-Only.15.8 - IPv6 GA address DAD diagnosticpcap Packets: 19 - Displayed: 19 (100.0%)
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Performed ping6 operation for a valid FQDN which has a AAAA (IPv6) record assigned to a different device:

2P root@REFDNS:

DNS diagnostic:

M 1Pu6-Only.1.5.8 - DNS diagnostic.pcap

File Edit Viev Go Capture Analyze Statistics Telephony Wireless Tools Help
® X @ ] t - = aaa8ari
No.  Time Source Destination
6 1.016669 3ffe:501: ffff:100:20c:29ff:fee7:2867 3ffe:501: ffff:100:20c:29ff: fede:
7 1.016701 3ffe:s01: ffff:100:20c:29ff:fee7:2867 3ffe:50Ll:ffff:100:20c:29ff:fede:
8 1.017081 3ffe: :29ff:fede:5c8c 3ffe:501:ffff: 10 0c¢:29f ee’:
9 1.017195 3ffe :29ff:fede:5¢c8c 3ffe:501:ffff: 10 0c:29ff:fee7:
10 1.017980 a:db35:a6bd:
11 1.018203 a:db35:a6bd:e953
12 1.018245 3ffe:501:ffff:100:20c:29ff:fee7:2867 3ffe:501:ffff:100:20c:29ff:fede:
13 1.018262 3ffe:50@1: ffff:100:20c:29ff:fede:5c8¢ 3ffe:501:ffff:100:20c:29ff:
14 1.018490 3ffe:5@1: ffff: 10 :29ff:fea7:2867 3ffe:501:Ffff: 10 0c:29f
15 1.018686 3ffe:501: ffff:100:20c:29ff:fede:5¢c8¢ 3ffe:501:ffff:100:20c:29ff:fae7:
16 1.018929 feB80::28c:29ff:fee7:2867 fe80::ad7a:db35:a6bd:e953

Frame 9: 155 bytes on wire (1240 bits), 155 bytes captured (1240 bits)

Sc8c
Sc8c
2867
2867

Sc8c

12867
:5c8c

2867

Protocol
DNS
DNS
DNS
DNS
SSH
SsH
ICMPV6
ICMPVE
DNS
DNS
SSH

Leng
113
113
158
155
266
138
118
118
163
227
218

Leng

Info

Standard query 6xcbl® A nodel.test.example.com OPT

Standard query @xe828 AAAA nodel.test.example.com OPT

Standard query response @xcbl0 A nodel.test.example.com SOA nsl.test.example.com OPT

Standard query response @xe828 AMAA nodel.test.example.com AAAA 3ffe:501:ffff:100:20c: 29FF: fe:
Server: Encrypted packet (len=192)

Server: Encrypted packet (len=64)

Echo (ping) request id=0x1859, seq=1, hop limit=64 (reply in 13)

Echo (ping) reply id=@x1059, seg=1, hop limit=64 (request in 12)

Standard query @xe5f4 PTR c.8.c.5.e.4.e.f.f.f.9.2.c.0.2.0.0.0.1.0.F.f.f.f.1.0.5.0.e.F.f.3.ip6
Standard query response @xe5f4 No such name PTR c.8.c.5.e.4.e.f.f.f.9.2.c.0.2.0.0.0.1.0.F.f.F
Server: Encrypted packet (len=144)

[Ethernet II, Src: VMware de:5c:8c (0@:6c:29:4e:5c:8c), Dst: VMware_e7:28:67 (0:0c:29:e7:28:67)

Internet Protocol Version 6, Src: 3ffe:501:ffff:100:20c:29ff:fede:5c8c, Dst: 3ffe:501:ffff:100:20c:29ff:fee7: 2867
User Datagram Protocol, Src Port: 53, Dst Port: 44396

v Domain Name System (response)

Transaction ID: @xe828

Flags: 0x8580 Standard query response, No error

Questions: 1
Answer RRs: 1
Authority RRs: 1
Additional RRs: 1

v Queries

~ nodel.test.example.com: type AMMA, class IN

Name:
[Name Length: 22]
[Label Count: 4]

nodel. test. example .con

Type: AAMA (28) (IP6 Address)

Class: IN (0x0081)

<

Ansuers

Name:
Type:
Class: IN (0x061)
Data length: 16

AAAA Address:

nodel. test. example .com
AAAA (28) (IP6 Address)

Time to live: 604800 (7 days)

3ffe:501: ffff:100:20c:29ff: fede:5cBc

¥ nodel.test.example.com: type AAMA, class IN, addr 3ffe:501:Ffff:100:20c:29Ff: fede:5c8c

Authoritative nameservers

Additional records

Request In: 7

[Time: 0.000494000 seconds]

Note: The DUT doesn’t support a GUI-accessible user interface and an API endpoint, so steps 26-29 are
omitted per the test specification.
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IPv6-Only.1.6: Logging
Part A: Local Logging

Logs can be viewed locally on the DUT.

Link-local addresses are displayed in a text format per RFC 5952:




Global addresses are displayed in a text format per RFC 5952:

& root@cnlabs-refdutipvé: ~ o = X




Part B: IP Enabled Remote Logging

Configured the DUT for remote logging over IPv6:

module (load=

permitnonkernelfacility=

SRepeatedMsgReduction on

SLocalHostName
SFileOwner syslog
SFileGroup adm
SFileCreateMode 0640
SDirCreateMode 0755
SUmask 0022
SPrivDropToUser syslog
SPrivDropToGroup syslog

SWorkDirectory /var/spool/rsyslog

SIncludeConfig /etc/rsyslog.d/*.conf
¥ % @[3ffe:501:ffff:100:20c:209ff:fe53:b7de]:5
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Link-local addresses are displayed in a text format per RFC 5952:

] |2

The DUT successfully sends the device event logs to the IPv6 Destination Server (i.e., Linux Client: showed
in right tab)



Global addresses are displayed in a text format per RFC 5952:

client: ~

2 £ root@

The DUT successfully sends the device event logs to the IPv6 Destination Server (i.e., Linux_Client: showed
in right tab)



